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1
Decision/action requested

This pCR proposes to define the KDF for deriving the KAF .
2
Rationale

This pCR proposes the KAF generation function. KAF needs to be refreshed when the lifetime expires, therefore one dynamic parameter is needed as the input, which is COUNT. The COUNT is maintained by AAnF for every KAF, whenever the KAF needs to be updated, AAnF increased COUNT by one and generated the new KAF.
​There is another choice of the parameter P1, which is the random number. Every time the AAnF needs to generate the new KAF, it can generate a new random number and send it back to UE. However, with a random number, UE can not differenciate the new one with any of the previous one (unless the UE stores all the previous values, which is not practical), which means when the PRNG(Pseudo Random Number Generator) generates a random number which is conflict with a previous one (the possibility is low, but not zero), the UE can not detect and will generate the same KAF. Therefore this paper proposed to use a COUNT as the input. 
A.x
KAF derivation function

When deriving a KAF from KAKMA, the following parameters shall be used to form the input S to the KDF:
-
FC = 0xxx; (allocated by 3GPP)
-
P0 = "AF";
-
L0 = length of "AF"; (i.e. 0x00 0x04)
-
P1 = COUNT;
-
L1 = length of COUNT
The input key KEY shall be KAKMA. 
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TS33.536.
********************** First Change ****************************

Annex A (normative): Key derivation functions

A.x
KAF derivation function

When deriving a KAF from KAKMA, the following parameters shall be used to form the input S to the KDF:
-
FC = 0xxx; (allocated by 3GPP)
-
P0 = "AF";
-
L0 = length of "AF"; (i.e. 0x00 0x04)
-
P1 = COUNT;
-
L1 = length of COUNT
The input key KEY shall be KAKMA. 
********************** End of pCR********************
